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Executive Summary

The Faculty of Computing & Information Technology Makerere University (CIT) together with the Linux Users Group of Uganda (LUG-U) carried out a Linux certification training program targeted at the private sector, IT professionals, students, and academics. The training has been supported by the “EU-ACP Centre for the Development of Enterprise” (CDE) and the “Swedish Program for Information and Communication Technology in Developing Regions” (SPIDER).  The main purpose of this program is to help foster the adoption of the Open Source Linux Operating System and other applications within industry and academia in Uganda.  The course was based on a RedHat certification  path. CIT leveraged prior work by CDE and the Swedish International Development Cooperation Agency (SIDA) for the training. The 12-week hand-on intensive training has been successful with a total of 60 (sixty) students who have successfully completed. Due to space limitations and the structure of the project, only 50% of the students who applied were selected for the course, this shows there is a need for such skills and we recommend similar courses to be offered in the near future. The student were enthusiastic and eager to learn more,  we therefore recommend more advanced training to be provided so as to help foster the adoption of advanced features of Open Source Linux Operating System and other applications within industry and academia in Uganda. 

1. Background

The Faculty of Computing and Information Technology, Makerere University forged a working relationship with the Linux User Group – Uganda aimed at establishing a Linux Certification program in Uganda targeting the private section,  IT professionals  and Academia. Support was sought from “EU-ACP Centre for the Development of Enterprise” (CDE) and the “Swedish Program for Information and Communication Technology in Developing Regions” (SPIDER). We detail information about the training in the report.

2. Objectives

1. To help foster the adoption of the Open Source Linux Operating System and other applications within industry and academia in Uganda.

2. To establish a RedHat Linux training and Certification program at CIT to help bridge this gap.

3. To increase the available pool of trained Linux Professionals.

3. Implementation

The selection of consultants was carried out in accordance with procedures of selection of consultants for contracts exceeding Euro 5,000/-. Two consultants Mr James Wire and Mr. Kiggundu Mukasa who are members of the Linux User Group were selected. 

CIT in conjunction with the appointed consultants drafted a call for applications to attend the program. 121 applications were received. 90% of the applications received were from academia. There were very few applicants from the public sector and professionals. A commiitee composed of 3 persons evaluated the applications and selected the list of students to attend the training. The applicants were requested to include a statement of motivation for attending the course, a recommendation letter from their employers (for those who are working), and indicate willingness to attempt the certification exam.  Applicants from the private sector and females were given first priority. Using the creteria discribed above, 60 applicants were selected to attend the training.

The training begun on August 25 2008. The training took up 2 hours per day from 08 30 hrs to 10 30 hrs each week day for a period of 12 weeks.

4. Course outline

The course that was delivered was in line with the RehHat Certification requirements. This was to enable the students attempt the certification exams after course completion. The course covered RH033, RH133, RH253. The three are aimed at persons who need more review of key concepts or who are new to both UNIX and Linux.

· RH033 Red Hat Linux Essentials targets IT professionals with no prior UNIX or Linux experience, and covers skills to prepare for RH133, including shell and command line essentials. 

· RH131 and RH133 Red Hat System Administration are designed for those wanting to prepare for professional responsibilities as a Linux systems administrator at the Technician level. Skills required to manage a Linux workstation and attach it to a corporate network, including configuration of client-side network services were attained.

·  RH253 Red Hat Linux Networking and Security Administration is designed for those who desire to build skills at configuring and administering a Red Hat Linux server running key enterprise network services and security. 

The detailed course outline of the contents covered is attached as appendix A

4. Experience

The majority of the students were learning Linux for the first time. Some hardships were faced initially when trying to get them to understand the basic concepts of the Linux Operating system. However by the turn of the first week, they had already began comprehending and aspects like command manipulation in Linux.

It is also worthy noting that by the time we were mid way through the training, many of them had accelerated their learning speed. With the resources like Internet websites at their disposal, they did a lot of reading and always came to class with questions. Some of them went ahead to carry out Linux installations on their private laptops and PCs as a result.

They had a hunger for more knowledge even beyond the scope of the training that we were conducting. This was a positive step because it showed that they stand high chances of improving their skills over time.

Instruction was practical based. We set up a Linux Server on the network which each student would log into using a pre-assigned login name and password. 

Additionally, in class when students were manipulating text files, the files we provided the students were log files from ISPs and Telecommunication Companies in Uganda (dated 2003, with all names and dates changed) so that they got real world examples of the data they would encounter and the errors generated on real systems.  

After the training, students attempted a written and practical examination which was administered locally. 

5. Challenges 

A number of issues kept cropping up during the entire training period. However, the most notable ones were;

· Limited time available for the students to practice in the faculty computer labs.

· Lack of appropriate hardware for such training. 

· Availability of Linux certification testing in the region. This is only provided in South African and cost of running it here in Uganda was very expensive.

6. Results

Approximately 75% of the students who took the exam passed with quite innovative and creative solutions. Students were given tasks/problem based scenarios and they were requested to present a written solution as well us use  linux environment to implement the solutions. 

A clear observation, was the students who had difficulty with the questions were not consistent in attendance and therefore missed some very important concepts. The exams also showed that the students were thinking creatively. Some of the solutions exceeded instructor’s expectations.

8. Recommendations

We recommend availability of hardware procurement and acquisitions to be incorporated in such training proposals. Existing hardware in institutions may not cater for such training that involves 60 concurrent memory intensive connections to servers. Students require at least  4GB of RAM so that memory intensive tasks for the 60 students can be done simultaneously with an acceptable delay.

Students should be provided with training materials especially a copy of a linux liveCD to take home. This is beneficial in two ways, They can use the CDs in any computers outside class time for self study and practice and they can more internalize the look and feel of linux without having to format their systems to install linux.

The program to be divided into parts, to cater for different skill levels. Students who needed Security or Network administration found it inconvenient to attend such a training.

9. Follow-up issues

Study and carry out a feasibility study of setting-up a Red Hat Certification in Uganda. Currently this is only available in South African.  This will help all those who have under taken the training and any future or other professional to get certified.

Setup more such trainings. As noticed during application and selection of students, there is a huge demand for Linux skills

9. Conclusion

60 students have successfully completed the training, so this has increased the pool of trained linux professionals.  Students can now implement and administer enterprise networks secure networks based on Red Hat Linux. To leverage on skills attended, advanced programs like program development on open source platforms should be considered. Having trained 50 from academia, the faculty now has a pool of trained professionals, it is now possible to establish a RedHat Linux training and Certification course which will be offer similar courses to other students.

APPENDIX – A – DETAILED COURSE OUTLINE

Red Hat Linux Essentials

Course Description

An introduction to fundamental end-user and administrative tools in Red Hat Enterprise Linux, designed for students with little or no command-line Linux or UNIX experience.

Unit 1 - Linux Ideas and History

· An Introduction to Linux and Open Source: what are the central ideas behind the Linux phenomenon and where do they come from? 

Unit 2 - Linux Usage Basics

· Logging into the system, changing users and editing text files. 

Unit 3 - Running Commands and Getting Help

· How to use built-in and online documentation to enhance your experience. 

Unit 4 - Browsing the Filesystem

· Understanding the locations of important directories on a Red Hat Enterprise Linux system and navigating them from the command line and using the graphical Nautilus browser. 

Unit 5 - Users, Groups and Permissions

· Reading and setting permissions on files and directories. 

Unit 6 - Using the bash Shell

· Basic tips and tricks to make Red Hat Enterprise Linux's default shell work for you. Topics include tab completion, history and an introduction to shell scripting. 

Unit 7 - Standard I/O and Pipes

· The ins-and-outs of redirecting output between programs and files. 

Unit 8 - Text Processing Tools

· An introduction to some of the most useful text-processing utilities in Red Hat Enterprise Linux, including grep, cut, sed, sort, diff and patch. 

Unit 9 - vim: An Advanced Text Editor

· How to get the most out of the powerful and flexible vim text editor. 

Unit 10 - Basic System Configuration Tools

· Using Red Hat Enterprise Linux's graphical and text-based configuration tools to manage networking, printing and date/time settings. 

Unit 11 - Investigating and Managing Processes

· Listing, terminating and scheduling program executions on a Red Hat Enterprise Linux system. 

Unit 12 - Configuring the Bash Shell

· A discussion of using shell variables and scripts to customize the command-line environment. 

Unit 13 - Finding and Processing Files

· In-depth coverage of using the find command and related utilities to locate and act upon files based on arbitrary criteria. 

Unit 14 - Network Clients

· An overview of network tools available in Red Hat Enterprise linux, from web browsers to email clients and diagnostic utilities. 

Unit 15 - Advanced Topics in Users, Groups and Permissions

· A deeper discussion of how user and group identities are stored on a Red Hat Enterprise Linux system, as well as the introduction of advanced filesystem permissions like SetUID and SetGID. 

Unit 16 - The Linux Filesystem In-Depth

· The nuts-and-bolts of how Red Hat Enterprise Linux deals with filesystems. Topics include partitions, inodes, linking and archiving tools. 

Unit 17 - Essential System Administration Tools

· An introduction to fundamental system administration topics such as installing Red Hat Enterprise Linux, managing software packages, and enhancing security with SELinux and the netfilter firewall. 

Unit 18 - So... What Now?

· Exposure to further options for training and involvement in the larger open-source community. 

RH131 Red Hat Linux System Administration

Course Outline

Unit 1 - Package Management

· Manage software on system using yum, Red Hat Network, and rpm. 

Unit 2 - System Initialization

· Define boot process, recover system, and manage service startup. 

Unit 3 - Kernel Services

· Explore kernel modules and variants, tune kernel parameters, manage devices, and monitor processes and resources. 

Unit 4 - System Services

· Configure and access various consoles to manage system logging, time synchronization, printers, and task automation. 

Unit 5 - Filesystem Management

· Expand storage by adding new filesystems and swap space. Configure autofs for on-demand network storage. 

Unit 6 - User Administration

· Create, modify and delete users, groups, and policy. Escalate privileges. Establish collaborative group directories. 

Unit 7 - Network Configuration

· Configure dynamic and static network settings for both IPv4 and IPv6. 

Unit 8 - Advanced User Administration

· Revisit user administration by connecting to network directory services like NIS and LDAP. Protect users and groups through ACLs, quotas, and SELinux. 

Unit 9 - Advanced Filesystem Management

· Back up your data. Manage filesystems using Software RAID and Logical Volume Management. 

Unit 10 - Installation

· Perform both interactive and automated installations of Red Hat Enterprise Linux. 

Unit 11 - Virtualization with Xen

· Install the xen environment and create a para-virtualized user domain running Red Hat Enterprise Linux. 

Unit 12 - Troubleshooting

· Explore troubleshooting methodologies while defining standard things to check. Maintain system from different runlevels. Utilize the rescue environment of anaconda. 

RH253 Red Hat Linux Networking and Security Administration

Course Outline

The following is an outline of the skills and knowledge represented in the training elements of the RH253 Red Hat Linux Networking and Security Administration Course.

Unit 1: System Performance and Security

· Concepts and Practices 

· System Faults and Breaches 

· Method of Fault Analysis 

· Benefits of System Monitoring 

· Managing Processes by Account 

· Hands-on lab: System Monitoring 

Unit 2: System Service Access Controls

· Service and Network Access Controls 

· System Initialization and Service Management 

· Service and Application Access Controls 

· tcp_wrappers Configuration 

· Security Enhanced Linux (SELinux) 

· Hands-on Lab: Controlling access to certain hosts 

Unit 3: Network Resource Access Controls

· Internet Protocol and Routing 

· IPv6: Dynamic Interface Configuration 

· IPv6: StaticInterface Configuration 

· IPv6: Routing Configuration 

· Netfilter Overview 

· Rules: General Considerations 

· Connection Tracking 

· Network Address Translation (NAT) 

· IPv6 and ip6tables 

· Hands-on Lab: Securing Networking 

Unit 4: Organizing Networked Systems

· Host Name Resolution 

· DNS-Specific Resolvers 

· Trace a DNS Query with dig 

· Exploring DNS with host 

· Service Profile: DNS 

· Getting Started with BIND 

· bind-chroot Package 

· caching-nameserver Package 

· Remote Name Daemon Control (rndc) 

· The DHCP Service 

· DHCP Overview 

· Configuring an IPv4 DHCP Server 

· Hands-on Lab: Implement a Minimal DNS Server 

Unit 5: Network File Sharing Services

· File Transfer Protocol (FTP) 

· Network File Service (NFS) 

· Port options for the Firewall 

· Samba services 

· Configuring Samba 

· Hands-on Lab: Network File Sharing Services 

Unit 6: Web Services

· Apache Overview 

· Apache Server Configuration 

· Virtual Hosts 

· Apache Access Configuration 

· CGI 

· Apache Encrypted Web Server 

· Squid Web Proxy Cache 

· Hands-on Lab: Implementing Web (HTTP) Services 

Unit 7: Electronic Mail Services

· Essential Email Operation 

· Simple Mail Transport Protocol 

· Sendmail SMTP Restrictions 

· Sendmail Operation 

· Using alternatives to Switch MTAs 

· Postfix Configuration 

· Postfix SMTP Restrictions 

· Postfix Operation 

· Mail Retrieval Protocols 

· Hands-on Lab: Electronic Mail 

Unit 8: Securing Data

· The Need For Encryption 

· Symmetric Encryption 

· Asymmetric Encryption 

· Public Key Infrastructures 

· Digital Certificates 

· Hands-on Lab: Securing Data 

Unit 9: Account Management

· Account Management 

· Account Information (Name Service) 

· Name Service Switch (NSS) 

· Pluggable Authentication Modules (PAM) 

· PAM Operation 

· Utilities and Authentication 

· Hands-on Lab: Account Management Methods 



